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Introduction 
 

Tetherfi with its experience in real-time video communication and media analytics to detect emotion of 

agents and customers in the contact center industry has developed unique way to secure Work From 

Home (WFH) Contact Centre Agents. 

 

During COVID-19, we saw our clients’ users go through problems of working from home and wanted a 

smooth transition to a fully remote working model in just a few days while maintaining the highest 

levels of security and compliance standards. 

 

Tetherfi’s Secure ‘Work from Home’ (WFH) solution allowed enterprise users to seamlessly transition to 

a fully remote working model without compromising on security and compliance combined with unified 

collaboration experience. 

 

This technology was developed using real-time camera vision, combined with AI and ML using Tetherfi’s 

extensive R&D experience in innovation. This solution allowed enterprise to track, alert, reduce risk and 

improve collaboration and without compromising on customer service during these unprecedented 

times. 

 

Tetherfi Remote Security (TRS) is a module that is part of Tetherfi Work from Home (WFH) Solution, 

which uses camera vision analytics to detect objects that can be configured to trigger violations and can 

be configured to trigger actions. 

TRS Solution comes with below 5 High level categories of features and this document scope only covers 

the Desktop Activity (DA) feature sets. 
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TRS UI 
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Face Detection: 
The minimum face match is set to 80% by default for positive face authentication, can be increased or 

decreased based on client’s requirement. 

 

 

This Violation Occurs when multiple people are detected by TRS 
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Person Detection:  
The minimum threshold for detection of a second person peeping into the user’s system is set as 0.3, 

this value can be increased for making the check more lenient and decreased for making the check more 

stringent.  

The suggested timeout for this check is 15 seconds. 

 

 

 

 

This Violation Occurs when Agent is Using Cell Phone, or any other gadget not authorized by TRS 

 

Gadget Detection:  
The minimum threshold for detection of a gadget is set as 0.5, this value can be increased for making the 

check more lenient and decreased for making the check more stringent.  
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If the client wants additional objects such as spy cams, GoPros, DSLRs, etc. our object detection models 

can be trained to include these objects and post training they can be added to our object classifications 

so that TRS starts detecting these objects as gadgets. 

Liveness Detection: 
The minimum threshold to verify whether an actual person is sitting in front of the system is set as 0.9, 

this value can be increased for making the check more lenient and decreased for making the check more 

stringent. 

The suggested run frequency and the number of attempts for this check is 300 seconds and 3 attempts 

respectively. 

Background Authentication: 
This check takes the threshold set for positive face authentication.  

The suggested run frequency and the number of attempts for this check is 300 seconds and 3 attempts 

respectively. 

 

 

This Violation Occurs when Agent is not at his desk 
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No Face Found Detection: 
The suggested timeout for this check is 300 seconds. 

In depth description of new features of TRS and their related configurations is mentioned in the below 

video. This video will be updated on a regularly based upon new features and functionalities added in 

TRS  

https://my.folderit.com/public/FOz0HtFS/ 

 

 

 

 

 

 

Supervisor Module 
 

When a Supervisor logs in to the supervisor module, he would be seeing the following screen: 

 

 

https://my.folderit.com/public/FOz0HtFS/
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In the highlighted part of the below image, one can see the session time of the logged in supervisor, the 

LAN ID of the logged in supervisor along with the profile picture (if any), the logout button, a toggle 

notification alert and the signal strength of the logged in supervisor in the mentioned order. 

 

 

In the highlighted area of the below image, the logged in supervisor can see the logged in active agents 

under him, their event notifications and their respective violations. He can also search for an agent 

name in the search bar provided. Refresh button helps the supervisor to reload the list of active agents. 
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The highlighted area in the below image shows the event history for the agent selected on the active 

agents column. Here the supervisor can see the name of the event triggered. In case it’s a violation that 

requires a token to release blackout, that will be displayed here for that particular event. The event ID 

can also be observed here along with the date and timestamp of the triggered event.  

 

 

The highlighted area of the below image shows the chat channel of the supervisor module. The logged in 

supervisor may click on any of the active agent from the active agents column and chat with them. Few 

of the major events along with their event IDs are also visible here. The generated token for screen 

unblock can be sent to the agent through the chat channel.  

Few other features in the chat channel are: 

• Peep option: The logged in supervisor can initiate a peep request for any agent who is logged in. 

By clicking on this feature, the supervisor can see the real time image of the agent, a 3 second 

video of the agent and the screenshot of the current screen of the agent’s desktop. 

• Block option: The supervisor can voluntarily block the screen of any of the logged in agents. 

• Unblock option: Similarly, the supervisor can voluntarily unblock an agent screen without the 

need for a token. 

• Log upload option: The supervisor can upload the logs of any of the agent using this option. The 

logs get uploaded into the server. However, the agent must be logged into TRS at the time when 

the supervisor wishes to upload the logs.  
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Screen Video Capture – In case of any event capture or violation in the user’s system, the system’s 

screen video will be captured for a duration of 3 seconds. 

Camera Video Capture – In case of any event capture or violation in the user’s system, the recording of 

user’s camera will be captured for a duration of 30 frames or 3 seconds. 

Camera Image Capture - In case of any event capture or violation in the user’s system, an image of user’s 

camera will be captured at or around the time of said event. 

Blurred camera Image Capture - In case of any event capture or violation in the user’s system, an image 

of user’s camera will be captured at or around the time of said event. 
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The below video shows the working of Supervisor module’s horizontal and vertical access –  

https://my.folderit.com/public/CgDmR-N-/ 

 

Omni Chanel Manager (OCM) 
 

• Tetherfi Omni Chanel Manager is a Web based GUI (Graphical User Interface) application and 

can be used for multichannel and cross channel management for synchronized planning, 

management and monitoring of various channels and application touchpoints.  

• The main goal of Tetherfi Omni Chanel Manager is to optimize customer experience by allowing 

Enterprises to modify/enhance their Agent - Customer experience on the go using a single 

platform. 

• Omni Channel Manager also provides convenient access to numerous dashboards and reports 

for enterprises to better analyse and monitor their day-to-day operations. 

Organizational Structure: 
 

The below video shows the operations of Org Structure module –  

https://my.folderit.com/public/-WE7Aq6p/ 

https://my.folderit.com/public/CgDmR-N-/
https://my.folderit.com/public/-WE7Aq6p/
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To create a new organizational structure, login to https://trspoc.tetherfilabs.com/OCM/ and click on the 

icon that looks like a computer monitor on the top right corner of OCM home page. This is called “Admin 

Modules”. Now click on TMAC tab -> Organizational Structure. Please refer the highlighted option in the 

below image: 

 

Organizational Hierarchy: 

 To view the Organizational Hierarchy, click on Organizational Structure and then click on Hierarchy view 

as shown below: 

 

https://trspoc.tetherfilabs.com/OCM/
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You will see the below screen: 

 

Adding a new organizational structure: 

To add a new organizational structure record, click on “Add New Organizational Structure Record”. The 

defined hierarchy is Country>Division>Department>Team. To create a new team the same hierarchy 

must be followed. 
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Role Based Access Management: 
 

To create a new role, click on Admin Modules -> Home -> Role Based Access Management -> Add New 

Role Based Access Management Record. 

 

 

Here, we can add a new role by providing a role name and configure each of the parameter as per the 

user requirements. On clicking the Role Name that is created, we can see each of the feature can be 

enabled or disabled by checking or unchecking the checkboxes respectively as shown below: 
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Remote Security Rules: 
 

The below video shows the operations of Remote Security module –  

https://my.folderit.com/public/q4T7nJDZ/ 

https://my.folderit.com/public/4mOu5pTh/ 

 

Remote Security Rules are the set of rules that can be configured in OCM, based on the user 

requirements. To configure Remote Security Rules, under Admin Modules -> TMAC -> Remote Security 

Rules, select the role from the drop down on the top right corner of the screen as shown below: 

https://my.folderit.com/public/q4T7nJDZ/
https://my.folderit.com/public/4mOu5pTh/
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Templates: 
 

The below video shows the operations of Templates module –  

https://my.folderit.com/public/FOz0HtFS/ 

https://my.folderit.com/public/FOz0HtFS/
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The features for the users can be configured through Templates in OCM. To add a new template, click 

on Admin Modules -> TMAC -> Templates. Click on Add New Templates Record as shown below: 

 

Select the Org. Unit, Template Name and Theme Options from the drop down and save the template. 

Under the Template Features tab, click on “Add New Template Feature Record” and select the created 

template. Here you can enable or disable a feature and set the feature value for the same and click on 

save as shown below: 
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User Role Mapping: 
 

Each created user will be mapped to a supervisor as the supervisor can view the respective user’s 

violations and have the authority to block and unblock the user’s system when an unauthorized process 

is detected while the user is logged in. 

Adding a Supervisor Profile: 

To add a Supervisor Profile, go to Admin Modules -> Home -> User Role Mapping module and click on 

“Add New User Role Mapping Record” and fill in the desired First Name, Last Name, Lan ID, Login ID, 

select the created Org.Unit from the drop down, select Profile as Supervisor, select the immediate 

Supervisor in the Supervisor field and select the created Role. Finally, click on save to create the 

Supervisor. 

 

Adding an Agent Profile: 

Similarly, to add an agent profile, follow the same steps as above, except the Profile must be set to 

Agent from the drop down and the Supervisor field must be chosen as the formerly created Supervisor 

name. Finally click on save to create the agent. 

Agent Settings: 

Agent Settings is useful to further add a Profile Picture and provide Access Roles to the created Agents 

and Supervisors. Go to Admin Modules -> TMAC -> Agent Settings. To add a new agent settings record, 

click on “Add New Agent Settings Record”. Fill in the created Agent/Supervisor details, set the Profile 

field and Access Role accordingly. Next, click on “Select a new Profile Picture for Upload” and upload the 
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agent’s recent Profile Picture. (Profile Picture for Supervisor is optional). Finally click on save and the 

Agent Settings will be set successfully. 

 

The admin may also choose to delete the Agent/Supervisor profiles by clicking on the delete button 

either from “Agent Settings” or “User Role Mapping” provided they give a valid Modify Reason. 

User Onboarding: 
 

The below video shows the operations of User Onboarding module –  

https://my.folderit.com/public/jJvSZrTV/ 

 

The User Onboarding module is used to create new agent and supervisor profiles in OCM. This module 

can be found in the path: Admin Modules -> Home -> User Onboarding. 

Add a new user:   

To add a new Agent/Supervisor, click on “Add New User Onboarding Record”. The following screen will 

be displayed: 

https://my.folderit.com/public/jJvSZrTV/
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Column Column Data Information 

First Name First Name of the user 

Last Name Last Name of the user 

LAN ID LAN ID of the user 

Avaya Login ID Avaya Login ID of the user 

Org. Unit Organizational Unit of the user 

Profile Profile of the user in the Organizational Hierarchy (Agent/Supervisor/Agent 
+ Supervisor) 

Supervisor Immediate Supervisor of the user 

Profile Picture Profile Picture of the user 

Role Mapping Role of the user to be mapped in the custom-made Roles. 

 

Fill out all these details and click on “Save”. The user profile will be created and ready to be onboarded. 
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OCM Report Manager:  
 

The below video shows the description of OCM reports for TRS –  

https://my.folderit.com/public/MxXQlnfR/ 

 

Report Manager aids in viewing and downloading the various activities occurring in the TRS application. 

To access the OCM Report Manager, click on the Report Manager icon next to the Admin Modules icon 

in OCM home page as shown below. Here, select the Report Channel as Remote Security from the drop 

down. Report Name can take options like “OCM Face Auth Report”, “OCM Unique User Connect Count 

Report”, “OCM Violation Accuracy Report”, “OCM Event Rejection Report” and “OCM Event Report”. 

Report Type can be of a Single Date or Date Range. Under Report DateTime, the dates must be specified. 

On enabling the Advanced Search Button, the needed report can be further filtered down. 

 

https://my.folderit.com/public/MxXQlnfR/
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OCM Event Trace Report: 

 

Column Column Data Information 

Event ID Unique event ID of the occurred violation in TRS  

Event Name Event name of the occurred violation in TRS 

Event Type Type of the occurred event 

Agent ID LAN ID of the user who performed the violation  

Supervisor Name Name of the immediate supervisor of the agent under observation 

Org. Unit Name of the organizational unit of the user 

Agent Status Status of the agent at the time of violation 

Threshold Counter of a particular triggered event type 

Model Version TRS version currently in use 

Action Summary Action performed at the backend due to the occurred violation 

Created Date Time Date and Time of the occurred violation 
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Each of the above seen records can be accessed by clicking on the eye icon. On clicking it, we can see the 

captured violations’ details such as camera picture of the agent, a 3 second video of the agent’s screen 

at the time of the occurred violation, screenshot of their desktop and so on. An example of the same is 

shown below image: 

 

 

OCM Violation Report: 
Only events with event type Violation to be present in this report 
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Column Column Data Information 

Event ID Unique event ID of the occurred violation in TRS  

Event Name Event name of the occurred violation in TRS 

Event Type Type of the occurred event 

Agent ID LAN ID of the user who performed the violation  

Supervisor Name Name of the immediate supervisor of the agent under observation 

Org. Unit Name of the organizational unit of the user 

Agent Status Status of the agent at the time of violation 

Threshold Counter of a particular triggered event type 

Model Version TRS version currently in use 

Action Summary Action performed at the backend due to the occurred violation 

Created Date Time Date and Time of the occurred violation 
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Each of the above seen records can be accessed by clicking on the eye icon. On clicking it, we can see the 

captured violations’ details such as camera picture of the agent, a 3 second video of the agent’s screen 

at the time of the occurred violation, screenshot of their desktop and so on. An example of the same is 

shown below image: 

 

 

OCM System Events Report: 
Only events with event type System event to be present in this report 
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Column Column Data Information 

Event ID Unique event ID of the occurred violation in TRS  

Event Name Event name of the occurred violation in TRS 

Event Type Type of the occurred event 

Agent ID LAN ID of the user who performed the violation  

Supervisor Name Name of the immediate supervisor of the agent under observation 

Org. Unit Name of the organizational unit of the user 

Agent Status Status of the agent at the time of violation 

Threshold Counter of a particular triggered event type 

Model Version TRS version currently in use 

Action Summary Action performed at the backend due to the occurred violation 

Created Date Time Date and Time of the occurred violation 
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OCM Face Auth Report: 
Face Auth Report records all the face authentication requests and response time. It tells if the face auth 

is a success or a failure and gives the face auth percentage. Below is an example of the Face Auth 

Report: 

 

On clicking the eye icon of any of the records, the following screen would appear: 
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OCM Unique User Connect Count Report: 
This report gives the total number of connects and the number of unique user connects for a single date 

or a specified date range. 

 

 

 

 

Column Column Data Information 

Org. Unit Organizational Unit of the Customer 

For Month Current Month of the year 

Total User Onboarded Number of users presently onboarded 

Unique Connects Total number of unique connects for the day 

Total Connects Total number of connects for the day 

 

On click of any record in the main grid, the below grid will pop up and display login logout details of 

individual agents 
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OCM Event Rejection Report: 

 

On clicking the eye icon of any of the records, the following screen would appear: 
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Column Column Data Information 

Event Id Unique id of the event 

Event Name Name of the event recorded 

Event Type Whether the event recorded was a system event, authentication event, 
supervisor event or a violation 

Agent Id Id of the agent for whom the event was recorded 

Agent Name Name of the agent for whom the event was recorded 

Supervisor Name Supervisor of the agent for whom the event was recorded 

Org Unit Organization or team name of the agent for whom the event was recorded 

Threshold Number of times the same event has been recorded for an individual agent 

Model Version Version number of TRS object detection models 

Action Summary Whether the recorded caused a screen blackout, windows lock, camera 
restart or just insert the record into db 

Created Date Time Date and time of the recorded event 
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Feature - (Desktop Activity Analysis) 
Desktop Activity Analysis (DAA) is another set of features in TRS Module that tracks and reports on 

activities on the desktop, showing which applications users are using, including how they are using 

them, when, and for how long. The desktop information captured can be used to determine if all 

available capacity is used productively and observe any applications that are extensively used that can 

be considered as non-productive or non-compliant. 

Feature Description 

Keystrokes Identify any non-compliant keystrokes like CTRL-C or PrintScreen, etc. 

Detecting Peripheral Device 
Identify any USB device or secondary screen/monitor connected or cast to 
3rd party screen 

Detecting Screen Share 
Detecting any screen share activated when using any 3rd party 
collaboration application like Zoom, Teams, BlueJeans, WebEx, Spaces, etc. 

Application Activity 
Monitor all process and applications used by the user and provide overall 
time spent on focus of these application 

Website Activity 
Monitor all website access through browser client used by the user and 
provide overall time spent on focus of these web application 

Whitelist application 

Monitor usage of any non-white list applications after Login to trigger 
alerts and events or totally prevent from using the non-white list 
application 

Blacklist application 
Monitor usage of any blacklist applications to trigger alerts and events or 
totally prevent from using these application 

Data Sensitive Application 

Monitor Data Sensitive applications (classified as holding customer 
sensitive data), which could be in focus and certain thresholds to detect 
object (camera), multi-person can be increased, when these configured 
applications are active. 

 

Dashboards 
 

New real-time dashboards will provide information on 

Compliance Details: 

• No. of logged-in users and No. of active users. 

• Adherence to the various compliance features with false acceptance % and false reject % 

• Agent-wise summary of the different non-compliances. 

• Top 5 agents with the most non-compliances. 

Desktop Activity Analysis Details: 

• Total logged-in time, idle time and productivity % 

• Summary of time spent on different applications, websites and in breaks. 
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• Agent-wise details of 

o Time spent on different applications. 

o Time spent on different websites. 

o Time spent on breaks. 

The below snapshots provide details of the different dashboards: 

 

 



 

Tetherfi_TRS_FeatureDescription_v4.4_12Oct2021.docx Page 35 of 36 

 

 

 

 

 



 

Tetherfi_TRS_FeatureDescription_v4.4_12Oct2021.docx Page 36 of 36 

 

 

 

 


